Privacy Policy

1. Purpose

he purpose of this Privacy Policy is to help you understand our practices regarding the
collection, use, disclosure and retention of personal information.

By providing us with personal information (by e-mail, in person, by telephone, through
our website, by completing an event participation form, or otherwise), you agree to Its
processing In accordance with this Privacy Policy, and you authorize CECI, its partners

and service providers to process your personal information for the purposes set out
below.

This policy does not apply to third-party websites that can be accessed by clicking on
links found on CECI's website, and CECI Is therefore in no way responsible for such
websites. If you follow a link to a third-party website (e.q., Défi sportif), that site will have

Iits own privacy policies that you should review before submitting any personal
iInformation.

2. WHAT PERSONAL INFORMATION DO WE COLLECT?

We may collect and process different types of personal information in the course of our
activities, such as:;

e professional and/or personal contact information, such as your name, physical
address(es), e-mall address(es), date of birth and telephone number(s);

e biographical information, such as the name of an employer, professional and/or
personal background, social involvement, professional affiliations;

® photos and video or audio content;

e Information relating to communication preferences, as well as related information
such as comments or survey responses;

e Information relating to contribution history, participation in organizational events,
financial iInformation, such as billing address, bank account information or payment
data;

@ recruitment information, such as curriculum vitae;

® Wwebsite usage and other technical information, such as details of visits to our site,
your interaction with our online content, or information collected through cookies
and other tracking technologies;

® any other personal information you provide.
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Please note that If you provide us with personal information about other persons
(such as your customers, directors, officers, shareholders or others), you must
ensure that you have duly notified them that you are providing us with their
INformation and that you have obtained their consent to such disclosure.

We do not knowingly collect information from children or others under the age of
14. If you are a minor under the age of 14, please do not provide us with any
personal information without the express consent of a parent or guardian. If you
are a parent or guardian and you are aware that your children have provided us
with personal information, please contact us. If we learn that we have collected
personal information from minor children without verification of parental consent,
we Wil take steps to delete that information from our servers.

HOW DO WE COLLECT YOUR PERSONAL INFORMATION?

We collect your personal information from you and during our interactions with you,
Including:

® When you register for events, training and newsletters;

® When you register for benefit events;

® When you make a donation to our organization, in whatever form;
® When you register as a volunteer for our organization;

e When you apply as an employee or volunteer.

We also collect publicly available information on public platforms, including
our own website.
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HOW DO WE USE PERSONAL INFORMATION?

We may use personal information in any of the following ways:

® [0 provide our services and for the conduct of our activities, including to carry out
our obligations under any agreement between you and us.

e o facilitate the use of our websites and to ensure that the content is relevant and
to ensure that the content of our websites Is presented in the most effective
manner for you.

e For marketing and business development purposes — to provide details of our
activities, and information on developments in our organization and industry, and
IN connection with invitations to seminars and events.

® For research and development purposes — to carry out analyses to help us better
understand the evolution of the environments in which we operate.

® For recruitment purposes — to enable us to process job applications and assess
whether an individual meets the requirements of a position for which he or she
could apply to CECI.

@ o meet our legal, regulatory or risk management obligations.

e To prevent fraud and/or conduct other background checks that may be required at
any time by applicable law, regulation and/or best practices (if false or inaccurate
Information is provided or fraud Is detected or suspected, information may be
forwarded to fraud prevention organizations and may be recorded by us or such
organizations). When processing special categories of personal information, we

may also rely on important public interests (crime prevention or detection) or
legally founded claims.

® 10 enforce our rights, to meet our legal or regulatory reporting obligations, or to
protect the rights of third parties.

® [0 ensure we get paid — to collect payments owed to us and, where appropriate, to
enforce such collections through debt collection agencies or other legal means
(Including legal proceedings).

® |In order to reorganize or change our organization — if we undertake a
reorganization, we may need to transfer some or all personal information to a third
party (or its advisors) as part of any due diligence process for the same purposes as
set out In this policy or for the purposes of analyzing any proposed reorganization.
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WITH WHOM DO WE SHARE PERSONAL INFORMATION?

CECI Is a non-profit organization, duly incorporated and recognized as a charitable
organization. Consequently, the personal information we collect may be
transmitted to and processed by any entity in the CECI nhetwork. We may also
share personal information with certain third parties, including:

e third-party service providers and/or partners, including those who provide us with

donation solicitation, data
hosting, maintenance anc

nDase ana
other se

ysis, website, application development,

rvices. These third parties may access or

process personal iInformation in connection with the services they provide to us.
We limit the information we provide to these service providers to that which is
reasonably necessary for them to perform their functions, and our contracts with
these service providers require them to maintain the confidentiality of such

Information;

e CECI| volunteers or suppliers for the purposes of recruiting human resources,
volunteers or soliciting financial contributions;

® government authorities and law enforcement agencies when required by
applicable law. Specifically, we may disclose personal and other information if we
are required to do so by tax or other laws, or if we believe in good faith that such
disclosure is necessary to comply with applicable laws, In response to a court order
or government subpoena or search warrant, or otherwise to cooperate with such
government authorities and law enforcement agencies;

e We will use personal information only to fulfill the primary and legitimate purpose
for which 1t was collected, or for purposes consistent with that primary purpose.

CECI uses the services of third-party websites, such as Google and Facebook, to
promote its content and offers.

When you visit our website, t

similar technologies on your

nese third parties may use cookies, web beacons or
nard drive to collect or recelve information about your

browsing on the website and elsewhere on the Internet. These technologies enable
them to deliver relevant, targeted advertising based on your areas of interest. You can
consult cookies and delete them If you wish. Please refer to your browser settings to
make the appropriate changes.

For more information, please consult our Cookies Policy (see page 8).
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HOW LONG DO WE KEEP PERSONAL INFORMATION?

We will retain personal information only as long as necessary for the purposes set out
IN this policy and to comply with our legal and regulatory obligations.

To find out more about how long we keep personal information, please contact us as

set forth in the "How to contact us" section.

WHERE DO WE STORE PERSONAL INFORMATION AND TRANSFERS OUTSIDE

QUEBEC?

CECI has chosen to use cloud-based applications (SaaS) in its approach to data
storage. Third-party service providers are responsible for managing data storage and

security.

CECI ensures that all its suppliers comply with best practices in data security. This
compliance Is regularly assessed by means of annually updated compliance reports,

iIncluding SOC | & Il and ISO certifications.

To guarantee the continuous availability of its services, ¢

ata Is genera

several servers simultaneously. Although CECI favours c

Quebec, It Is Important to note that many services are not availab
and must therefore be managed in other Canadian provinces or |

With regard to data access, CECI adheres strictly to its privacy po
annual audits of its IT services are carried out by independent thi

oud services

ensure that they are secure and in line with current best practices.
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HOW DO WE PROTECT PERSONAL INFORMATION?

We follow generally accepted industry standards to protect the information submitted
to us, both at the time of transmission and once we have received it. We maintain
appropriate physical, technical or administrative safeguards to protect personal
InNformation against accidental or unlawful destruction or accidental loss, alteration,
unauthorized disclosure or access, misuse or other unlawful forms of processing of

personal information N our possession. We have taken steps to ensure that t
employees who have access to your personal iInformation are those who have a
know or whose duties reasonably require them to know it.

ne only
need to

However, no method of transmission over the Internet, nor any means of electronic
storage, 1s 100% secure. We therefore cannot guarantee the security of any information
you transmit or provide to us, and you do so at your own risk. Nor can we guarantee
that such information will not be accessed, obtained, disclosed, altered or destroyed as
a result of a breach of our physical, technical or administrative safeguards. If you have
reason to believe that personal information has been compromised, please contact us.
INn the event of a privacy incident involving your personal information, we will notity you
as soon as possible after we become aware of the incident. We will take reasonable

steps to minimize the risk of harm and to prevent similar incidents in the future.
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WHAT RIGHTS DOES AN INDIVIDUAL HAVE IN REGARDS HIS OR HER PERSONAL
INFORMATION?

Under certain circumstances and in accordance with applicable data protection laws,
an individual has the following rights:

® Access: the right to ask whether we process personal information and, if so, to
request access to It. Subject to applicable law and, where applicable, the payment of
a monetary sum, the individual may thus receive a copy of the personal information
we hold and certain other information concerning him or her.

® Accuracy: we are required to take reasonable steps to ensure that personal
INformation N our possession Is accurate, complete and not misleading.

e Rectification: the right to request rectification of any iIncomplete or inaccurate
personal information held by us.

e De-indexing: the right to request that we cease disseminating personal information
or de-index any hyperlink attached to their name giving access to information if such
dissemination causes them prejudice or contravenes the law or a court order (right
to erasure or forgetting).

e Anonymization: the fact that our organization may, instead of destroying It,
anonymize personal information in order to use it, but only for serious and legitimate
purposes (e.q., keeping information required for possible tax inspection purposes).

e The right to be informed when you are the subject of a decision based exclusively on
automated processing.

e The right to be informed when identification, tracking or profiling technology is used
and of the means available to activate these functions.

Finally, it i1s also possible to lodge a complaint with a data protection supervisory
authority, more specifically in the country, province or state in which you normally
reside (in Quebec, the Commission d'acces a l'information), in which we are located or
INn which an alleged breach of data protection laws has occurred.

To exercise any of these rights, please contact us as set out in the "How to contact us"
section.

1. https://www.cai.gouv.qgc.ca/espace-evolutif-modernisation-lois/thematiques/
traitement-automatise/

2. https://www.cai.gouv.gc.ca/espace-evolutif-modernisation-lois/thematiques/
technologie-identification-localisation-profilage/
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HOW DO WE USE COOKIES AND SIMILAR TECHNOLOGIES?

Cookies Policy
DEFINITION OF THE VARIOUS COOKIES USED
Functional cookies

These cookies are necessary for the website to function properly. They are generally created In
response to actions you perform on the website, such as saving your privacy preferences or filling
IN forms. These cookies do not store any personally identifiable information.

Statistics cookies

These cookies collect information about how you use the website, the pages you visit and the
links you click. This data enables us to measure and improve website performance. The data is
anonymized and cannot be used to identify you.

Marketing cookies

These cookies may be set on the website by our partners or by the integration of sharing
functionalities on social networks. They may be used by them to establish a profile of your
INnterests in order to offer you personalized advertising on other welbsites.

We encourage you to regularly consult the privacy policies of these social networks, as they may
be subject to change, in order to understand how your data Is used via these cookies. It Is
Important to note that most of these social networks are based outside Canada.

ACTIVATE/DEACTIVATE AND DELETE COOKIES

You can manage your cookies through your browsers on your various devices. Most browsers
accept cookies by default. However, you can configure them to reject all cookies systematically, or
to specifty the source of those you wish to accept. You can also ask your browser to delete your
cookies automatically when you close it, or delete them manually on a regular basis. Note that the
configuration of each browser is different, so please consult their help menus.

CONSENT TO THE USE OF COOKIES

On your first visit to this website, a consent banner will be displayed explaining our use of cookies.
By clicking on "Accept", you consent to the use of all cookies and to our Cookie Policy. You can
also "Decline" all cookies that are not essential to the operation of this website. You can change
your consent at any time.

THIRD PARTIES

We have agreements with other companies who place cookies. However, we cannot guarantee
that these third parties will manage your personal data in a reliable or secure manner. Some of
these companies, such as Google and social networks, are to be considered as independent data
processing entities. We strongly advise you to consult the privacy statements of these companies.
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HOW TO CONTACT US

If you have any questions, comments or complaints about this Privacy Policy or your personal
Information, or if you would like to exercise your rights, file a complaint or obtain information about
our policies and practices regarding our service providers, please contact our Privacy Officer by e-
malil at confidentialite@ceci.ca or by mail as follows:

CECI
Attn: Human Resources Manhager
Privacy Officer
3000 Omer-Lavallée Street
Montreal, Quebec

HTY 3R3

HOW DO WE UPDATE OUR POLICIES?

We may change the content of our websites and the way we use cookies without notice, and
therefore our Privacy Policy and Cookie Policy may change from time to time. We therefore
encourage you to review them each time you visit the website to stay informed about how we process

personal information.




